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1.0. Introduction 

Thank you for purchasing ACS WalletMate with Advanced Card Systems Limited. 

 

ACS WalletMate Mobile Wallet NFC Reader, developed by Advanced Card Systems Ltd., is one of the 
Google Smart Tap capable terminals which is capable to read Google Wallet Pass. WalletMate is also 
Apple VAS certified, and capable of reading Apple Wallet Pass. 

 

This document will guide you on applying, and creating Apple Wallet and Google Wallet Passes, and 
introduce the workflow to use WalletMate. 

 

WalletMate is VAS-only, it shall be used for reading VAS data, but not for payment transactions. 

 

Please visit our website for the most updated information on our products. 

http://www.acs.com.hk/ 

 

http://www.acs.com.hk/
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2.0. Apple Wallet Passes Documentation Guide 

Apple Wallet Passes documentation can be found below on its website of Apple. 

 

Apple Wallet Passes documentation: 

https://developer.apple.com/documentation/walletpasses 

 

You will need to enroll in Apple Developer Program before you can design, create, distribute, and update 
Apple Passes. Please refer to Enroll in Apple developer’s program for Apple Pass generation for steps 
to enroll and create an Apple Pass certificate.  

 

 

3.0. Google Smart Tap Documentation Guide 

Google Smart Tap documentation can be found below website: 

https://developers.google.com/wallet/smart-tap/ 

 

Google Wallet Generic Pass documentation overview: 

https://developers.google.com/wallet/generic?authuser=1 

 

There are some confidential materials of Google Smart Tap, such as information on Cryptography and 
Key management which we are not allowed to share or discuss until we are authorized to do so. If you 
are interested to access the link and know more about it, you need to request access with Google 
Wallet Support Team <google-wallet-passes-support@google.com>, you can reach them by email. 

https://developers.google.com/wallet/smart-tap/guides/implementation/key-
management?hl=en&authuser=1 

 
Remarks:  
We (ACS) as a terminal provider, will be responsible to generate key pair, each key pair contains one 
Public Key and one Raw Long Time Private Key (LTPK) for your real application, for details, please 
refer to Get Your Key Pair For Smart Tap. 

https://developer.apple.com/documentation/walletpasses
https://developers.google.com/wallet/smart-tap/
https://developers.google.com/wallet/generic?authuser=1
https://developers.google.com/wallet/smart-tap/guides/implementation/key-management?hl=en&authuser=1
https://developers.google.com/wallet/smart-tap/guides/implementation/key-management?hl=en&authuser=1
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4.0. Preparation 

 

Figure 1: ACS Test Pass 

4.1.1. Download the ACS Apple Test Pass in Apple Wallet 

This section provides a simple step-by-step procedure on how to download ACS Apple Test Pass in 
Apple Wallet.  

1. Open Camera on iPhone, scan the Apple Demo Pass QR Code in Figure 1 
2. Click bit.ly 

 

3. If you can’t get bit.ly, please set the default browser to Safari 
4. Click Next to save the ACS Test Pass to Apple Wallet.  
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4.1.2. Download the Google Test Pass in Google Wallet 

This section provides a simple step-by-step procedure on how to download Google Test Pass in 
Google Wallet. 

1. Launch Camera on an Android phone or download the QR code scanning app, scan the 
Google Demo Pass#1 QR Code (the Basic loyalty demo pass, expected payload 2018) or 
Google Demo Pass#2 QR Code (a Long loyalty demo pass which get additional data, 
expected payload {"data-0":"data_here0", ... "data-49":"data_here49"}) in Figure 1  

2. You can save both Demo Pass if needed 
3. Click the Web address 

 

4. Click Add to save the Google Test Pass in Google Wallet.  
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5.0. ACS VAS Test Tool  

ACS VAS Test Tool is a tool developed by Advanced Card Systems Ltd. (ACS), intended to test NFC-
enabled Apple Pay Passes and Google Pay Passes with WalletMate. Currently, ACS VAS Test Tool is 
supported in Windows, Linux, Android and macOS platforms. If you would like to use the ACS VAS Test 
Tool for various development needs, please contact our salesmen or fill out the form on our website 
https://www.acs.com.hk/en/sales-enquiry/. 

 

5.1. ACS VAS Test Tool (Windows) 

5.1.1. Launch the ACS VAS Test Tool 

1. Download and install the most updated WalletMate Driver from the ACS Official website 
https://www.acs.com.hk/  

2. Unzip the file ACS_VAS_Test_Tool_Windows-X.XX which provided by our salesman. 
3. Connect your WalletMate Mobile Wallet NFC Reader to your PC via USB cable. 
4. Navigate to ACS_VAS_Test_Tool_Windows-X.XX/exe/, double-click TestVasTool.exe to 

launch the application. The C# Source code is located inside ACS_VAS_Test_Tool_Windows-
X.XX/SourceCode/ 

5. If there is a pop-up dialog asking to install missing Microsoft Windows Components, please 
download and install them. 

6. The following screen shall appear if the WalletMate Mobile Wallet NFC Reader had been 
successfully connected and recognized by the PC, its name will appear in the upper top left 
corner. 

 

Figure 2: ACS VAS Test Tool (Windows) 

https://www.acs.com.hk/en/sales-enquiry/
https://www.acs.com.hk/
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5.1.2. Using ACS VAS Test Tool with ACS Test Apple Pass  

This section provides simple step-by-step procedures on how to test ACS Test Pass stored in Apple 
Wallet with ACS VAS Test Tool.  

1. Go to Demo Tab.  
2. Adjust the Number Of Polling and Polling Timeout(s) for each poll, select ACS Demo Pass, and 

then press Start. The passTypeIdentifier & Private Key for ACS Demo Pass is hard-coded into 
the demo. 

 

3. Tap the iPhone / Apple Watch on top of WalletMate Mobile Wallet NFC Reader. 
4. ACS Test Pass will pop up. If your iPhone is password/Touch ID/Face ID protected, there shall 

be a prompt asking you to unlock the Pass.  
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5. Tap the iPhone / Apple Watch on top of WalletMate Mobile Wallet NFC Reader again. 

                                        

6. A tick mark should be shown on the screen, and the pass shall disappear.  

 

7. Payload message and timestamp is shown in message box.  
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5.1.3. Test Custom NFC-Enabled Apple Pass  

This section provides a simple step-by-step procedure on how to use ACS VAS Test Tool with your 
custom NFC-Enabled Pass. If you had created your custom test pass with Apple, you should follow the 
guidance of this section. 

You may refer to Apple VAS to learn more about the pre-requires of designing your own Apple Pass. 

1. Go to the Config Apple VAS Tab and fill in the pass Type Identifier 1 & Private Key 1 (Be ware 
of the syntax) fields.  

2. If you have two custom test passes wanted to test, please paste the 2nd passTypeIdentifier & 
Private Key in pass Type Identifier 2 & Private Key 2 respectively. 

3. Press Save 

 

4. Go to Demo Tab, select Client Pass 1 or Client Pass 2 and press Start. Client Pass 1 and Client 
Pass 2 refers to the passTypeIdentifier 1, passTypeIdentifier 2 and theirs corresponding private 
key in Config Apple VAS Tab. 

 

5. Then follow the rest procedures on Using ACS VAS Test Tool with ACS Test Apple Pass, you 
should be able to retrieve the information stored on your own Custom NFC-Enabled Pass.  
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5.1.4. Using ACS VAS Test Tool with Google Test Pass 

This section provides simple step-by-step procedures on how to test ACS Test Pass stored in Google 
Wallet with ACS VAS Test Tool.  

1. Go to Demo Tab.  
2. You may adjust the Number Of Polling and Polling Timeout(s) for each poll, press Start. Leave 

the Config Google Smart Tap and Secure Load tabs in the default setting if you wish to test 
with Google Demo Test Pass. 

 

3. Unlock the screen, turn on the NFC on your android device, and tap the android mobile phone 
on top of WalletMate Mobile Wallet NFC Reader, the Google Demo Test Pass shall pop up 
immediately. 
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4. Payload message and timestamp is shown in the “Demo” Tab message box.  

 

  



 

ACS WalletMate – ACS WalletMate User Guide info@acs.com.hk 

Version 1.01 www.acs.com.hk 

Page 14 of 57 

www.acs.com
.hk 

 

5.1.5. Test Custom NFC-Enabled Google Pass 

If you want to develop your NFC-Enabled Pass with Google and had generate the encrypted LTPK and 
Public Key, and had uploaded the Public Key into your Google Wallet API Issuer Account, you can 
follow the below guidelines and test your pass with ACS VAS Test Tool. 

1. Navigates to Config Google Smart Tap Tab, input the Collector ID, and press Save. 
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2. Go to the Secure Load Tab, fill in the Encrypted LTPK (Refer to Get Your Key Pair For Smart 
Tap), together with your Collector ID and LTPK Key Version, and then press Inject Encrypted 
LTPK.  

 

3. Then follow the rest procedures on Using ACS VAS Test Tool with Google Test Pass, you 
should be able to retrieve the information stored on your own Custom NFC-Enabled Pass.  
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5.2. ACS VAS Test Tool (Linux) 

5.2.1. Launch the ACS VAS Test Tool 

The following instructions are written for Ubuntu only. If you wish to operate ACS VAS Test Tool in 
another Linux platform, please contact our sales representative and we will provide you with further 
assistants. 

1. Download and install the most updated WalletMate Driver from the ACS Official website 
https://www.acs.com.hk/  

2. Open Terminal in Linux (Ctrl + Alt + T )  

                 

 

3. Updates the package lists for upgrades on Linux, and runs the command in the terminal. A 
message will be prompted and ask for the password, please type in the log-in password of your 
current Linux login account and press Enter. 

sudo apt update 

 

 

  

https://www.acs.com.hk/
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4. Install the dependencies for ACS VAS Test Tool and press Enter. 

 Focal (20.04) or below 

sudo apt-get install pcscd pcsc-tools libssl-dev qt5-default -y 

 Jammy (22.04) 

sudo apt-get install pcscd pcsc-tools libssl-dev qtbase5-dev qtchooser qt5-

qmake qtbase5-dev-tools -y 

5. Unzip the zip file ACS_VAS_Test_Tool_Linux-X.XX into any directory in Linux. 

 

6. Open Terminal again, and change the directory (cd) to the folder which contains the 
“run_program” shell script. If the extracted file is on the desktop, the command will be (replace 
space in the directory to “\” symbol): 

cd /home/YOUR_ACCOUNT_NAME/Desktop/ACSVASTESTToolv1 

 

 

Change directory to folder which contain 

“run_program” shell script.  
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7. Run the command in the Terminal and the application should be run. 

./run_program 

 

Figure 3: ACS VAS Test Tool (Linux) 
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5.2.2. Using ACS VAS Test Tool with ACS Test Apple Pass 

This section provides simple step-by-step procedures on how to test ACS Test Pass stored in Apple 
Wallet with ACS VAS Test Tool.  

1. Go to Demo Tab.  
2. Adjust the Number Of Polling and Polling Timeout(s) for each poll, select Client Pass 1, and 

then press Start. The passTypeIdentifier & Private Key for ACS Demo Pass is hard-coded into 
the demo 

 

3. Tap the iPhone / Apple Watch on top of WalletMate Mobile Wallet NFC Reader. 
4. ACS Test Pass will pop up. If your iPhone is password/Touch ID/Face ID protected, there shall 

be a prompt asking you to unlock the Pass.  
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5. Tap the iPhone / Apple Watch on top of WalletMate Mobile Wallet NFC Reader again. 

                                        

6. A tick mark should be shown on the screen, and the pass shall disappear.  

 

7. Payload message and timestamp is shown in message box.  

 

 
  



 

ACS WalletMate – ACS WalletMate User Guide info@acs.com.hk 

Version 1.01 www.acs.com.hk 

Page 21 of 57 

www.acs.com
.hk 

 

5.2.3. Test Custom NFC-Enabled Apple Pass  

This section provides a simple step-by-step procedure on how to use ACS VAS Test Tool with your 
custom NFC-Enabled Pass. If you had created your custom test pass with Apple, you should follow the 
guidance of this section. 

You may refer to Apple VAS to learn more about the pre-requires of designing your own Apple Pass. 

1. Go to the Config Apple VAS Tab and fill in the pass Merchant ID 1 & Private Key 1 (Be ware of 
the syntax) fields.  

2. If you have two custom test passes wanted to test, please paste the 2nd passTypeIdentifier & 
Private Key in pass Merchant ID 2 & Private Key 2 respectively. 

3. Press Save 

 

4. Go to Demo Tab, select Client Pass 1 or Client Pass 2 and press Start. Client Pass 1 and Client 
Pass 2 refers to the passTypeIdentifier 1, passTypeIdentifier 2 and theirs corresponding private 
key in Config Apple VAS Tab. 

 

5. Then follow the rest procedures on Using ACS VAS Test Tool with ACS Test Apple Pass, you 
should be able to retrieve the information stored on your own Custom NFC-Enabled Pass.  
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5.2.4. Using ACS VAS Test Tool with Google Test Pass 

This section provides simple step-by-step procedures on how to test ACS Test Pass stored in Google 
Wallet with ACS VAS Test Tool.  

1. Go to Demo Tab.  
2. You may adjust the Number Of Polling and Polling Timeout(s) for each poll, press Start. Leave 

the Config Google Smart Tap and Secure Load tabs in the default setting if you wish to test 
with Google Demo Test Pass 

 

3. Unlock the screen, turn on the NFC on your android device, and tap the android mobile phone 
on top of WalletMate Mobile Wallet NFC Reader, the Google Demo Test Pass shall pop up 
immediately. 
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4. Payload message and timestamp is shown in the “Demo” Tab message box.  
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5.2.5. Test Custom NFC-Enabled Google Pass 

If you want to develop your NFC-Enabled Pass with Google and had generate the encrypted LTPK and 
Public Key, and had uploaded the Public Key into your Google Wallet API Issuer Account, you can 
follow the below guidelines and test your pass with ACS VAS Test Tool. 

1. Navigates to Config Google Smart Tap Tab, input the Merchant Collector ID, and press Save. 

 

  

 

  



 

ACS WalletMate – ACS WalletMate User Guide info@acs.com.hk 

Version 1.01 www.acs.com.hk 

Page 25 of 57 

www.acs.com
.hk 

 

2. Go to the Secure Load Tab, fill in the Merchant Long Term Private Key (Refer to Get Your Key 
Pair For Smart Tap), together with your Collector ID and Key Version, and then press Set.  

 

3. Then follow the rest procedures on Using ACS VAS Test Tool with Google Test Pass, you 
should be able to retrieve the information stored on your own Custom NFC-Enabled Pass.  
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5.3. ACS VAS Test Tool (Android) 

5.3.1. Launch the Apple Vas Test App 

1. Download the file ACS_VAS_Test_Tool_Android-XXX which provided by our salesman to the 
Android Mobile or Tablet. 

2. Navigate to ACS_VAS_Test_Tool_Android-XXX/ACSVas API demo programs/TestAppleVas-
XXX/, click TestAppleVas-X.X.X.apk to install the application. The JAVA Source code is located 
inside ACS_VAS_Test_Tool_Android-XXX/ACSVas API demo programs/TestAppleVas-
XXX/app/src. 

3. Connect your WalletMate Mobile Wallet NFC Reader to your Android Mobile or Tablet via USB 
cable. 

4. Launch Apple VAS Test app 
5. The following screen shall appear. 

  

Figure 4: Apple VAS Test (Android) 
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5.3.2. Using ACS VAS Test Tool with ACS Test Apple Pass  

This section provides simple step-by-step procedures on how to test ACS Test Pass stored in Apple 
Wallet with ACS VAS Test Tool.  

1. Click SET TEST DATA 
2. Adjust the URL only, Wait Payload, Repeat for the polling, and then press GET VAS DATA.  

 

3. If there is a pop message, click Allow  
4. Tap the iPhone / Apple Watch on top of WalletMate Mobile Wallet NFC Reader. 
5. ACS Test Pass will pop up. If your iPhone is password/Touch ID/Face ID protected, there shall 

be a prompt asking you to unlock the Pass.  
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6. Tap the iPhone / Apple Watch on top of WalletMate Mobile Wallet NFC Reader again. 

                                        

7. A tick mark should be shown on the screen, and the pass shall disappear.  

 

8. Payload message and timestamp is shown in message box.  

 
  



 

ACS WalletMate – ACS WalletMate User Guide info@acs.com.hk 

Version 1.01 www.acs.com.hk 

Page 29 of 57 

www.acs.com
.hk 

 

5.3.3. Test Custom NFC-Enabled Apple Pass  

This section provides a simple step-by-step procedure on how to use ACS VAS Test Tool with your 
custom NFC-Enabled Pass. If you had created your custom test pass with Apple, you should follow the 
guidance of this section. 

You may refer to Apple VAS to learn more about the pre-requires of designing your own Apple Pass. 

1. Fill in the pass Type Identifier 1, Private Key 1 and URL 1(Be ware of the syntax) fields.  
2. If you have two custom test passes wanted to test, please paste the 2nd passTypeIdentifier, 

Private Key and URL in pass Type Identifier 2, Private Key 2 and URL 2 respectively. 
3. Press SET TEST DATA 

 

4. If there is a pop message, click Allow  
5. Then follow the rest procedures on Using ACS VAS Test Tool with ACS Test Apple Pass, you 

should be able to retrieve the information stored on your own Custom NFC-Enabled Pass.  



 

ACS WalletMate – ACS WalletMate User Guide info@acs.com.hk 

Version 1.01 www.acs.com.hk 

Page 30 of 57 

www.acs.com
.hk 

 

5.3.4. Launch the TestGoogleVas App 

1. Download the file ACS_VAS_Test_Tool_Android-XXX which provided by our salesman to the 
Android Mobile or Tablet. 

2. Go to ACS_VAS_Test_Tool_Android-XXX/ACSVas API demo programs/TestGoogleVas-
XXX/, click TestGoogleVas-X.X.X.apk to install the application.  
The JAVA Source code is located inside ACS_VAS_Test_Tool_Android-XXX/ACSVas API 
demo programs/TestGoogleVas-XXX/app/src. 

3. Connect your WalletMate Mobile Wallet NFC Reader to your Android Mobile or Tablet via USB 
cable. 

4. Launch TestGoogleVas app 
5. The following screen shall appear. 

  

Figure 5: Google VAS (Android) 
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5.3.5. Using ACS VAS Test Tool with Google Test Pass 

This section provides simple step-by-step procedures on how to test ACS Test Pass stored in Google 
Wallet with ACS VAS Test Tool.  

1. You may adjust Repeat for the polling, press Get Data. Leave the default setting if you wish to 
test with Google Demo Test Pass 

 

2. Click Get Data 
3. If there is a pop message, click Allow  
4. Unlock the screen, turn on the NFC on your android device, and tap the android mobile phone 

on top of WalletMate Mobile Wallet NFC Reader, the Google Demo Test Pass shall pop up 
immediately. 
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5. Payload message and timestamp is shown in message box.  

 

  



 

ACS WalletMate – ACS WalletMate User Guide info@acs.com.hk 

Version 1.01 www.acs.com.hk 

Page 33 of 57 

www.acs.com
.hk 

 

5.3.6. Test Custom NFC-Enabled Google Pass 

If you want to develop your NFC-Enabled Pass with Google and generate the encrypted LTPK and 
Public Key, and had uploaded the Public Key into your Google Wallet API Issuer Account, you can 
follow the below guidelines and test your pass with ACS VAS Test Tool. 

1. Input the Collector ID. 

 

2. Click Set LTPK, fill in the Encrypted LTPK (Refer to Get Your Key Pair For Smart Tap), together 
with your Collector ID and LTPK Key Version, and then press Store encrypted LTPK.  
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3. Click return at the top-left corner 
4. Click Get Data 
5. If there is a pop message, click Allow  
6. Then follow the rest procedures on Using ACS VAS Test Tool with Google Test Pass, you 

should be able to retrieve the information stored on your own Custom NFC-Enabled Pass.  
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5.4. ACS VAS Test Tool (Mac) 

5.4.1. Launch the TestAppleVas 

1. Download and install the latest WalletMate Driver from the ACS Official website 
https://www.acs.com.hk/ 

2. Unzip the file ACSVas-vX.X.X.zip which provided by our salesman. 
3. Connect your WalletMate Mobile Wallet NFC Reader to your MacBook via USB cable. 
4. If there is a pop message, click Allow  
5. Navigate to ACSVas-vX.X.X/ACSVas-vX.X.X/binaries/TestAppleVas/, double-click 

TestAppleVas to launch the application. The Swift Source code is located inside ACSVas-
vX.X.X/ACSVas-vX.X.X/sources/TestAppleVas/. 

6. The following screen shall appear. 

 

Figure 6: TestAppleVas (Mac) 

 

 

https://www.acs.com.hk/
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5.4.2. Using ACS VAS Test Tool with ACS Test Apple Pass  

This section provides simple step-by-step procedures on how to test ACS Test Pass stored in Apple 
Wallet with ACS VAS Test Tool.  

1. Click SET TEST DATA 
2. Adjust the URL Only, Wait Payload, Repeat for the polling, and then press Set Test Data.  

 

3. Tap the iPhone / Apple Watch on top of WalletMate Mobile Wallet NFC Reader. 
4. ACS Test Pass will pop up. If your iPhone is password/Touch ID/Face ID protected, there shall 

be a prompt asking you to unlock the Pass.  
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5. Tap the iPhone / Apple Watch on top of WalletMate Mobile Wallet NFC Reader again. 

                                        

6. A tick mark should be shown on the screen, and the pass shall disappear.  

 

7. Payload message and timestamp is shown in message box.  
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5.4.3. Test Custom NFC-Enabled Apple Pass  

This section provides a simple step-by-step procedure on how to use ACS VAS Test Tool with your 
custom NFC-Enabled Pass. If you had created your custom test pass with Apple, you should follow the 
guidance of this section. 

You may refer to Apple VAS to learn more about the pre-requires of designing your own Apple Pass. 

1. Fill in the Pass Type Identifier 1, Private Key PEM 1 and URL 1(Be ware of the syntax) fields.  
2. If you have two custom test passes wanted to test, please paste the 2nd passTypeIdentifier, 

Private Key and URL in Pass Type Identifier 2, Private Key PEM 2 and URL 2 respectively. 
3. Press Set Test Data 

 

4. Then follow the rest procedures on Using ACS VAS Test Tool with ACS Test Apple Pass, you 
should be able to retrieve the information stored on your own Custom NFC-Enabled Pass.  
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5.4.4. Launch the TestGoogleVas 

1. Download and install the latest WalletMate Driver from the ACS Official website 
https://www.acs.com.hk/ 

2. Unzip the file ACSVas-vX.X.X.zip which provided by our salesman. 
3. Connect your WalletMate Mobile Wallet NFC Reader to your MacBook via USB cable. 
4. If there is a pop message, click Allow  
5. Navigate to ACSVas-vX.X.X/ACSVas-vX.X.X/binaries/TestGoogleVas/, double-click 

TestGoogleVas to launch the application. The Swift Source code is located inside ACSVas-
vX.X.X/ACSVas-vX.X.X/sources/TestGoogleVas/. 

6. The following screen shall appear. 

 

Figure 7: TestGoogleVas (Mac) 

 

https://www.acs.com.hk/
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5.4.5. Using ACS VAS Test Tool with Google Test Pass 

This section provides simple step-by-step procedures on how to test ACS Test Pass stored in Google 
Wallet with ACS VAS Test Tool.  

1. You may adjust Repeat for the polling, press Get Data. Leave the default setting if you wish to 
test with Google Demo Test Pass 

 

2. Click Get Data 
3. Unlock the screen, turn on the NFC on your android device, and tap the android mobile phone 

on top of WalletMate Mobile Wallet NFC Reader, the Google Demo Test Pass shall pop up 
immediately. 
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4. Payload message and timestamp is shown in message box.  
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5.4.6. Test Custom NFC-Enabled Google Pass 

If you want to develop your NFC-Enabled Pass with Google and generate the encrypted LTPK and 
Public Key, and had uploaded the Public Key into your Google Wallet API Issuer Account, you can 
follow the below guidelines and test your pass with ACS VAS Test Tool. 

1. Input the Collector ID. 
2. Click Set LTPK, fill in the Encrypted LTPK (Refer to Get Your Key Pair For Smart Tap), together 

with your Collector ID and LTPK Key Version, and then press Store Encrypted LTPK.  

 

3. Click Get Data 
4. Then follow the rest procedures on Using ACS VAS Test Tool with Google Test Pass, you 

should be able to retrieve the information stored on your own Custom NFC-Enabled Pass.  
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6.0. Switch Polling 

WalletMate is a versatile device that can handle different VAS types. If the VAS type is not specified, 
WalletMate can automatically switch the polling mode to read various cards. The following C# code 
shows how to switch the polling mode in the order of Apple Vas, Google Smart Tap, and other 
smartcards. 
 
C# Sample Code From the Windows demo 
 
//Declare Task 

private async Task GetVASDataTask(CancellationToken ct2) 

{ 

 await Task.Run(() => 

 { 

  if (ct2.IsCancellationRequested == false) 

  { 

 

   //Declare the get ose response variable 

   string outputOSEResponseHex = ""; 

   string outputATRmessage = ""; 

 

   Console.WriteLine("Calling get Apple VAS Data"); 

   //Function Call for getting the Apple VAS Data 

   int retValue1 = GetAppleVASData(ref outputOSEResponseHex, ref 

outputATRmessage, _currentPassIndex); 

 

   //SetScriptLogOut("Ret value = "+retValue1.ToString()); 

   if (retValue1 == 0) 

   { 

    // 0 - indicate the Apple Vas Get the Data successfully 

    return; 

   } 

   else if (retValue1 == 3) 

   { 

    //Display no reader found message in the UI as well as pop up as Message 

Box 

    SetScriptLogOut("Device for the VAS Demo Program is not found"); 

    MessageBox.Show("Device for the VAS Demo Program is not found"); 

   } 

   Console.WriteLine("Calling get Google Smart Tap Data"); 

   //MessageBox.Show("Call get google smart tap"); 

   GetGoogleSmartTapData(outputOSEResponseHex); 

   //Print the get Google error output to the log 

   SetScriptLogOut(_errorCode.ToString()); 

   //Check if the User Intervention is needed for the Google Smart Tap 

   if (_errorCode == GoogleVas.ErrorCode.VasUserIntervention) 

   { 

    //Reset the OSE Hex data for another Polling 

    outputOSEResponseHex = ""; 

    //Polling again after the VAS User Intervention is returned 

    GetGoogleSmartTapData(outputOSEResponseHex); 

   } 

   //Check error code returned from GetData to see if other card is present 

   if (_errorCode == GoogleVas.ErrorCode.VasOtherCardFound) 

   { 

    //Polling operation for other card 

    GetOtherCardData(outputATRmessage); 

   } 

  } 

  else 

  { 

   Console.WriteLine("=== IsCancellationRequested is true ==="); 

  } 

 }); 

} 
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Appendix A. Key Pair Settings 

Appendix A.1. Apple VAS 

Appendix A.1.1. Enroll In Apple Developer’s Program For Apple 
Pass Generation 

You will need to enroll in the Apple developer’s program before you can generate any custom Apple 
Passes, you can enroll in the developer’s program at the following website: 

https://developer.apple.com/programs/enroll/ 

 

After you successfully enroll in the Apple developer’s program, please visit 
https://developer.apple.com/account/. 

 

The following screens will guide how to generate a signing certificate with Apple, documentation can 
be found here: https://developer.apple.com/documentation/walletpasses/building_a_pass 

 

You can refer to Generate Key Pair For Apple Wallet Pass for steps to generate key pair. 

1. In the main page of the Apple developer’s website, select Certificates 

 

  

https://developer.apple.com/programs/enroll/
https://developer.apple.com/account/
https://developer.apple.com/documentation/walletpasses/building_a_pass
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2. Press + button 

 

3. Select Pass Type ID Certificate with NFC support and fill-in in the necessary information. 
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Appendix A.1.2. Generate Key Pair For Apple Wallet Pass 

You can use OpenSSL to generate the key pair for issuing Apple Pass.  

The terminal uses the private key when reading the pass and decoding the payload.  

The compressed public key is what goes into your pass.json when issuing a pass.  

 

Inputs: 

openssl ecparam -name prime256v1 -genkey -noout -out nfcKey.pem 

openssl ec -in nfcKey.pem -pubout -out nfcPubkey.pem -conv_form compressed 

cat nfcPubkey.pem 

 

You need to convert the public key (Hex) into Base64 format before inputting it in pass.json. 

https://base64.guru/converter/encode/hex 

 

For the private key, there is no need for you to convert it to Base64 format, the WalletMate API will do 
the job for you. 

 

After you had successfully generated a key pair for the Apple pass, you can continue to read Apple 
VAS documentation and follow the guidance to create and issue Apple Pass., you can also use ACS 
VAS Test Tool to test your Apple pass, you can refer to Test Custom NFC-Enabled Apple Pass for more 
details. 

  

https://base64.guru/converter/encode/hex
https://developer.apple.com/documentation/walletpasses
https://developer.apple.com/documentation/walletpasses
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Appendix A.2. Google Smart Tap  

Appendix A.2.1. Communication Flow With ACS WalletMate 

It is important for you to understand the Google Smart Tap workflow. 

 

We summarized the Smart Tap communication flow and made three communication flow diagrams, it 
should be easier for you to understand who will be responsible, and how to manage ACS WalletMate 
with Google Smart Tap.  

Example 1 (One Redemption Issuer)     

Example 2 (Multiple Redemption Issuers) 

Example 3 (No Aggregator) 

 

In order to make Google Smart Tap works with our pass, you will need to generate and inject 
Encryption LTPK, Collector ID, and Key Version to WalletMate. Please refer to Get Your Key Pair For 
Smart Tap for key generation and Test Custom NFC-Enabled Google Pass for steps to inject 
Encrypted LTPK by using ACS VAS Test Tool into WalletMate. 

 

Remarks:  

LTPK needed to be rotated if it was compromised or after a reasonable amount of time. To aid in key 
rotation, a Key Version must be defined with the LTPK.  

 

For the Public Key, you should upload it to Google Wallet Issuer Account. There are two ways to create 
Google Wallet Issuer Account, either manually (Via Google Pay and Wallet Console) or 
programmatically, further information can refer to here. 

 

 

  

https://developers.google.com/wallet/smart-tap/introduction/communication-flow
https://drive.google.com/file/d/1F7wgyLkiQP4rmBuVVY-Cdj9RCH3pAWbw/view?usp=share_link
https://drive.google.com/file/d/1XPE5BwLdsQ0-2cq631nDtLFhh96ERS85/view?usp=share_link
https://drive.google.com/file/d/1diXc2zJU3jCG0bNAk1DtXmfD9TX-LhIr/view?usp=sharing
https://pay.google.com/business/console/
https://developers.google.com/wallet/retail/loyalty-cards/resources/create-issuer-accounts-programmatically
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Appendix A.2.2. Get Started With Google Pay And Wallet Console 
Manually 

1. Sign in to Google Pay and Wallet Console at https://pay.google.com/business/console/ 
2. Enter your public business name, agree to the additional Terms of Service, and click Continue. 

 
 

3. Select Google Wallet API on the left-hand side, then click Build your first pass.  

 
 
  

https://pay.google.com/business/console/
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Appendix A.2.3. Obtain The Issuer ID 

Once you agree to the terms and conditions, an Issuer ID will be auto-generated. You will need to 
Create a pass class and Complete business profit before you can request publishing access to Google 
Pass. 

 

 

Appendix A.2.4. Complete The Business Profile 

There is nothing special on complete the business profile, simply fill in all the required information 
and you are good to go. 
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Appendix A.2.5. Get Your Key Pair For Smart Tap 

Appendix A.2.5.1. Preparation 

1. Generate the ECC key pair using OpenSSL package 
2. Navigates to Google Pay & Wallet Console >> Google Wallet API >> additional features, click 

Add an authentication key.  

 

3. Upload the public key .pem file, and type in your desired key version, it can be any positive 
integer value. 

 

4. A Collector ID will be auto-generated after you upload the public key to Google Pay & Wallet 
Console. 
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Appendix A.2.5.2. Generate LTPK (Windows) 

1. Launch ACS VAS Test Tool and go to the Secure Load Tab 
2. Press F8 and Input the value inside the following box.   

Default ACS KEK: AABB79CC28ACE16BF2B4F36AE837B8A2 

 

3. Click Generate Encrypted LTPK and it will be generated. 
4. After you generated the Public Key and Encrypted LTPK, please delete the demo public key at 

your Google Pay and Wallet Console, and upload the Public Key and its corresponding key 
version, for the Encrypted LTPK, please refer to the section of Inject The Encrypted LTPK to 
inject into WalletMate. 
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Appendix A.2.5.3. Generate LTPK (Linux) 

Currently automatically generate and set to WalletMate when click the Set button at Secure Load Tap. 

Appendix A.2.5.4. Generate LTPK (Android) 

1. Launch TestGoogleVas and go to the Set LTPK 
2. Input the value inside the following box.   

Default ACS KEK: AABB79CC28ACE16BF2B4F36AE837B8A2 

 

3. Click Generate encrypted LTPK and it will be generated. 
4. After you generated the Public Key and Encrypted LTPK, please delete the demo public key at 

your Google Pay and Wallet Console, and upload the Public Key and its corresponding key 
version, for the Encrypted LTPK, please refer to the section of Inject The Encrypted LTPK to 
inject into WalletMate. 
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Appendix A.2.5.5. Generate LTPK (Mac) 

1. Launch TestGoogleVas 
2. Input the value inside the following box.   

Default ACS KEK: AABB79CC28ACE16BF2B4F36AE837B8A2 

 

3. Click Generate Encrypted LTPK and it will be generated. 
4. After you generated the Public Key and Encrypted LTPK, please delete the demo public key at 

your Google Pay and Wallet Console, and upload the Public Key and its corresponding key 
version, for the Encrypted LTPK, please refer to the section of Inject The Encrypted LTPK to 
inject into WalletMate. 
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Appendix A.2.6. Create A Pass Class 

There are 7 types of pass classes. The below documentation describes the relationship between 
classes and objects, which is fundamental to how the Google Wallet API works. This page also covers 
how objects link to users 

https://developers.google.com/wallet/generic/resources/how-classes-objects-work 

 

 

As described here, because merchants may use multiple businesses or contractors to develop their 
passes, Google uses three identifiers to facilitate sending information between Google Wallet and 
terminals. 

There will have three case scenarios: 

 

Scenario 1: One Redemption Issuer (One pass developer manages passes for one merchant) 

If you are a pass developer (also called an Aggregator) when you create a pass class for a merchant 
(also called a Redemption Issuer), please be reminded to fill in the Issuer ID of the merchant in the 
Redemption Issuer field.  

 

 

Scenario 2: Multiple Redemption Issuers (One pass developer manages passes for multiple 
merchants) 

If you are a pass developer (also called an Aggregator) when you create a pass class for multiple 
merchants (also called a Redemption Issuer), and the pass class is redeemable by both two 
merchants, please be reminded to fill in both Issuer IDs of two merchants in the Redemption Issuer 
field.  

 

https://developers.google.com/wallet/generic/resources/how-classes-objects-work
https://developers.google.com/wallet/smart-tap/introduction/collection-identifiers
https://developers.google.com/wallet/smart-tap/introduction/communication-flow#example_1_one_redemption_issuer
https://developers.google.com/wallet/smart-tap/introduction/communication-flow#example_2_multiple_redemption_issuers
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Scenario 3: No Aggregator (Merchants will be responsible for managing their passes.) 

In this case, the pass developer must include their Issuer ID in the Redemption Issuer field. 
 

 

 
 
 

Appendix A.2.7. Inject The Encrypted LTPK 

You can inject the encrypted LTPK by using the Google Smart Tap API, or ACS VAS Test Tool. 

Appendix A.2.7.1. Windows 

1. Connect WalletMate to PC 
2. Launch ACS VAS Test Tool 
3. Go to Secure Load Tab, fill in the Encrypted LTPK, and press Inject Encrypted LTPK.  

 

https://developers.google.com/wallet/smart-tap/introduction/communication-flow#example_3_no_aggregator
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Appendix A.2.7.2. Linux 

1. Connect WalletMate to PC 
2. Launch ACS VAS Test Tool 
3. Go to Secure Load Tab, fill in the Key Encryption Key and Merchant Long Term Private Key, 

and press Set.  
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Appendix A.2.7.3. Android 

1. Connect WalletMate to Android Mobile or Tablet 
2. Launch TestGoogleVas 
3. Go to Set LTPK, fill in the Encrypted LTPK, and press Store encrypted LTPK.  

 

 

Appendix A.2.7.4. Mac 

1. Connect WalletMate to Android Mobile or Tablet 
2. Launch TestGoogleVas 
3. Fill in the Encrypted LTPK, and press Store Encrypted LTPK.  

 


